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Don't Be a Victim:
Cybersecurity Awareness
Month
October is Cybersecurity Awareness Month, a time
to highlight the importance of online safety and to
educate individuals and organizations about the
risks and prevention measures. In today's digital
age, where our personal and professional lives are
increasingly intertwined with technology, it's crucial
to understand how to protect ourselves and our
data from cyber threats.
What are cyber threats? Cyber threats can come in
many forms, including:

Phishing: Emails or messages that trick you into
clicking on malicious links or downloading
harmful attachments.
Malware: Malicious software that can damage
your device or steal your personal information.
Ransomware: A type of malware that encrypts
your files and demands a ransom to unlock
them.
Data breaches: When unauthorized individuals
gain access to sensitive information.

>>> continued on Page 3

The Business Booster:
Thom Stimpel
Imagine a world where every small business has the
potential to thrive. That's the vision of Thom Stimpel,
the founder of Proactive Business Improvements,
LLC. With his years of experience and strategic
insights, Thom empowers entrepreneurs to unlock
their business's full potential.

>>> continued on Page 2

P4 DITCH THE PASSWORD! CHROME
NOW LETS YOU SYNC PASSKEYS
WITH A PIN

Proactive Business Improvements, LLC is a leading
business advisory firm specializing in helping small
businesses achieve their full potential. Under the
visionary Founder and Managing Director Thom
Stimpel, the company provides tailored coaching,
mentoring, and operational improvement strategies
to drive growth and profitability.
Thom's extensive experience in the corporate world,
coupled with his passion for entrepreneurship, has
led him to develop a unique methodology for
helping businesses succeed. His approach, which is
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The Business Booster: Thom Stimpel continued. 
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One of Thom's most impressive
achievements was his work with a struggling
global trade business. By implementing a
comprehensive strategic plan, Thom was
able to:

Reduce overall expenses by 28%
Increase revenues by 331%
Boost profits by 117%

Microsoft is sounding the alarm for the U.S.
healthcare sector, warning of a new
ransomware threat targeting hospitals and
other medical facilities. The culprit? A
financially motivated group known as Vanilla
Tempest (also tracked as DEV-0832)
wielding the recently emerged INC
ransomware.

Here's what you need to know:
First Strike: This marks the first time
Vanilla Tempest has been observed
using INC ransomware. Previously, the
group targeted various sectors, including
healthcare, with a diverse arsenal
including BlackCat, Quantum Locker, and
Zeppelin ransomware strains.
Targeted Attacks: Microsoft has
observed Vanilla Tempest leveraging
Gootloader malware, initially deployed
by another threat actor (Storm-0494), to
gain initial network access. Once inside,
they deploy Supper backdoors,
legitimate remote access tools
(AnyDesk), and cloud storage (MEGA) to
facilitate their movements.
Lateral Movement: The attackers exploit
weaknesses in Remote Desktop Protocol
(RDP) and Windows Management
Instrumentation (WMI) to spread laterally
within the network and ultimately deploy
the INC ransomware payload

centered around understanding the specific
needs and challenges of each client and
providing personalized guidance, sets him
apart in the industry.

This remarkable turnaround demonstrates
Thom's ability to identify key areas for
improvement and develop effective
solutions.
As a valued partner of Centrend, our team of
IT experts has provide Thom with a
comprehensive suite of services, including
network infrastructure, data protection,
cybersecurity solutions, and ongoing
technical support. This has enabled Thom
and his team to focus on their core business,
knowing that their technology infrastructure
is secure, reliable, and optimized for
performance. As a result, Proactive Business
Improvements has been able to improve
operational efficiency, reduce downtime, and
protect their sensitive data, ultimately driving
business growth and success.
Thom's commitment to helping businesses
succeed is evident in his enthusiasm and
dedication. He enjoys the challenges and
rewards of working with entrepreneurs and
seeing them achieve their goals.
Partner with a business expert who
understands your unique challenges and
can you help you take the next steps for
growth. Contact Thom Stimpel at Proactive
Business Improvements, LLC today for a free
consultation. Visit www.flawlesslaunch.com
and www.proactiveforums.com or reach out
to him directly at TJS.PBI@outlook.com or
603-361-1158. 

New Ransomware
Targets U.S. Healthcare
Sector

What this means for healthcare providers:
Heightened Awareness: Healthcare
organizations should be on high alert for
suspicious activity and potential
indicators of compromise (IOCs)
associated with Vanilla Tempest and INC
ransomware.
Patching Vulnerabilities: Regular
patching of systems and applications to
address known vulnerabilities in RDP and
WMI is crucial to prevent attackers from
exploiting them.
Data Backups: Maintaining robust and
regularly tested data backups allows for
faster recovery in the unfortunate event
of a ransomware attack.
Cybersecurity Training: Investing in
cybersecurity awareness training for
staff can significantly reduce the risk of
falling victim to attackers' social
engineering tactics.

Stay Informed, Stay Protected:
Microsoft's warning is a timely reminder for
the healthcare sector to prioritize
cybersecurity measures. By implementing
robust defenses and remaining vigilant,
hospitals and other medical facilities can
better protect themselves from the growing
threat of ransomware attacks.
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Protect Your Business:
A Data Breach
Response Guide
Data breaches are becoming increasingly
common, and their consequences can be
devastating for businesses of all sizes. This
response guide offers practical steps to help
you prepare for and respond to a data
breach effectively.

Notify Affected Parties: Inform
customers, employees, and regulatory
authorities as required by law.
Investigate the Incident: Conduct a
thorough investigation to determine the
cause of the breach and the extent of
the data loss.
Document Everything: Keep detailed
records of all actions taken during the
response.

After a Breach
Remediate the Vulnerability: Address
the root cause of the breach to prevent
future incidents.
Provide Support to Affected Parties:
Offer assistance to customers and
employees who may have been
impacted.
Review and Improve Response Plan:
Evaluate your response efforts and make
necessary adjustments to your plan.
Monitor for Ongoing Threats: Stay
vigilant and monitor for potential threats.

Additional Tips
Employee Training: Educate employees
about data security best practices and
the importance of reporting suspicious
activity.
Regular Reviews: Conduct regular
security audits to identify and address
vulnerabilities.
Stay Informed: Keep up-to-date on the
latest security threats and best
practices.
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Before a Breach
Conduct a Risk Assessment: Identify your
most sensitive data and assess the
potential vulnerabilities in your systems.
Develop a Response Plan: Create a
detailed plan outlining the steps you will
take in case of a breach, including
communication protocols, incident
response team roles, and legal
procedures.
Implement Security Measures: Invest in
robust security measures, such as
firewalls, intrusion detection systems, and
employee training, to prevent breaches.
Have Insurance: Consider purchasing
cyber liability insurance to cover potential
costs associated with a breach.

Being prepared for a data breach can
significantly mitigate its impact on your
business. By following the steps outlined in
this response guide, you can protect your
sensitive information and minimize the risks
associated with a security incident.

In today's unpredictable business
landscape, risk management is no longer
an option but a necessity. Small and
medium-sized businesses (SMBs) are
particularly vulnerable to various risks, from
natural disasters to cyber threats. By
implementing effective risk management
strategies, SMBs can protect their assets,
mitigate losses, and ensure long-term
sustainability.

Risk-Proof Your
Business: A Guide for
SMBs  

How can you protect yourself?
Use strong passwords: Avoid using easy-
to-guess passwords and consider using a
password manager.
Be cautious of phishing attempts: Be
wary of emails or messages that ask for
personal information or contain
suspicious links.
Keep your software up-to-date:
Regularly update your operating system
and applications to patch security
vulnerabilities.
Use antivirus and anti-malware
software: Protect your devices from
malicious software.
Be mindful of public Wi-Fi: Avoid using
public Wi-Fi for sensitive activities like
online banking or shopping.
Back up your data: Regularly back up
your important files to a secure location.

By following these simple steps, you can
significantly reduce your risk of becoming a
victim of cybercrime.
Let's work together to create a safer digital
world.

During a Breach
Contain the Breach: Isolate the affected
systems to prevent further data loss.

Identifying and Assessing Risks
The  first  step  in  risk  management  is  to



Once you've identified and assessed your
risks, it's time to develop strategies to
mitigate them. Here are some effective risk
management techniques:

Developing Risk Mitigation Strategies

effective mitigation strategies, and regularly
reviewing your plan, you can protect your
business from unexpected challenges and
ensure its long-term sustainability.

Risk-Proof Your Business: A Guide for SMBs continued. 

identify and assess potential risks. This
involves conducting a thorough risk
assessment to identify all potential threats to
your business. Consider factors such as:

Natural disasters: Earthquakes, floods,
typhoons, and other natural events can
cause significant damage to your
business.
Cyber threats: Data breaches,
ransomware attacks, and other
cybercrimes can lead to financial losses,
damage to your reputation, and
operational disruptions.
Economic downturns: Recessions, market
fluctuations, and changes in consumer
behavior can impact your sales and
profitability.
Human error: Mistakes made by
employees can result in financial losses,
legal issues, and damage to your
reputation.
Legal and regulatory risks: Non-
compliance with laws and regulations
can lead to fines, penalties, and damage
to your business.

Once you've identified potential risks, assess
their likelihood and potential impact on your
business. This will help you prioritize your risk
management efforts.

Insurance: Purchase insurance coverage
to protect your business against losses
caused by natural disasters, cyber
threats, and other risks.
Business continuity planning: Develop a
plan to ensure that your business can
continue to operate if faced with a
disruption. This plan should include
procedures for backing up data,
communicating with customers, and
recovering from disasters.
Data security measures: Implement
strong data security measures to protect
your sensitive information from cyber
threats. This includes using firewalls,
antivirus software, and employee training.
Regular reviews and updates: Review
your risk management plan regularly and
make updates as needed to ensure its
effectiveness.

Risk management is an essential component
of a successful SMB. By identifying and
assessing     potential     risks,     developing

Ditch the Password!
Chrome Now Lets You
Sync Passkeys with a
PIN
Tired of forgetting complex passwords?
Chrome has a new feature that could
revolutionize how you sign in to websites.
Introducing passkeys, a more secure and
convenient alternative to traditional
passwords.
What are passkeys? Passkeys are unique
digital keys that are stored on your device.
Instead of typing in a password, you simply
use your biometric data (like a fingerprint or
facial recognition) or a PIN to unlock your
passkey. This makes it much harder for
hackers to steal your credentials.
How does it work?

Create a passkey: When you sign up for
a new account, you'll be prompted to
create a passkey. You'll need to use your
biometric data or PIN to confirm your
identity.
Sign in with a passkey: The next time
you visit the website, you'll be able to
sign in using your biometric data or PIN.
Sync passkeys across devices: Chrome
now allows you to sync your passkeys
across all your devices. You can use the
same passkey to sign in to your
accounts on your computer,
smartphone, and tablet.

Why should you use passkeys?
More secure: Passkeys are much more
secure than traditional passwords.
Hackers can't steal your passkey if they
don't have access to your device.
More convenient: You don't have to
remember complex passwords. Simply
use your biometric data or PIN to sign in.
Available on multiple devices: Passkeys
are supported on a wide range of
devices, including Chromebooks,
Windows PCs, Macs, Android phones,
and iPhones.

By switching to passkeys, you can help
protect yourself from online threats and
make your digital life more convenient.
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